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The	  graphic	  artists	  have	  been	  busy.	  



















But	  does	  popular	  opinion	  make	  it	  real?	  



c	  Who	  is	  using	  them?	  

CTIA:	  The	  Wireless	  Association	  
The	  International	  Association	  for	  the	  Wireless	  Telecommunications	  Industry	  
http://www.ctia.org	  

	   	  Population 	  Cell	  Phones	  
	  
World 	   	  7.0	  billion 	  >	  6.8	  billion	  
	  
China 	   	  1.35	  billion 	  1.28	  billion	  
India 	   	  1.22	  billion 	  1.10	  billion	  
US 	   	  318	  million 	  328	  million	  
Russia 	   	  143	  million 	  256	  million	  
Brazil 	   	  201	  million 	  274	  million	  
Indonesia 	  238	  million 	  237	  million	  
Pakistan 	  181	  million 	  132	  million	  



In	  the	  United	  States	  

	  Dec	  2010 	  Dec	  2011 	  Dec	  2012	  
	   	  	  

Wireless	  only	  households 	  26.6% 	  34%	   	  35.8%	  
	  
Annual	  minutes	  of	  use 	  	  2,200,000,000,000 	  2,296,000,000,000 	  	  2,300,000,000,000	  
	  
Monthly	  text	  messages 	  175,000,000,000 	  193,100,000,000 	  	  171,300,000,000	  
Annual	  text	  messages 	  2,100,000,000,000 	  2,300,000,000,000 	  	  2,190,000,000,000	  
	  
Annual	  MMS	  messages 	  56,600,000,000 	  58,300,000,000 	  -‐	  
	  
Wireless	  data 	  -‐ 	  866,700,000,000	  MB 	  1,468,000,000,000	  MB	  
	  
911	  calls	  from	  cell	  phones 	  >	  296,000	  per	  day 	  >	  396,000	  per	  day 	  >	  400,000	  per	  day	  
	  
Cell	  sites 	  253,086 	  283,385 	  301,779	  
	  
-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐	  
	  
Top	  four	  states	  for	  adults	  and	  children	  living	  in	  wireless-‐only	  households	  are:	  Idaho	  (44.6%);	  Arkansas	  (44.4%);	  Mississippi	  (42.3%);	  North	  Dakota	  (41.6%).	  
	  
Prepaid/Pay-‐As-‐You-‐Go	  services'	  share	  of	  overall	  wireless	  market	  (penetration)	  is	  23.4%,	  equal	  to	  more	  than	  76.4	  million	  wireless	  prepaid/pay-‐as-‐you-‐go	  subscribers	  as	  
of	  December	  2012.	  



There	  are	  630+	  different	  handsets	  and	  devices	  
manufactured	  for	  the	  U.S.	  market.	  	  

http://www.ctia.org/advocacy/research/index.cfm/AID/10378	  
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1,500,000	  per	  day	  
as	  of	  16	  APR	  13.	  

	  



But	  what	  about	  user	  behavior?	  
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48%	  of	  smartphone	  owners	  have	  used	  mobile	  banking	  
in	  the	  past	  12	  months,	  up	  from	  42%	  over	  previous	  year	  

Top	  two	  banking	  activities	  from	  mobile	  phones:	  
1.  Checking	  balances	  (87%)	  
2.  Transferring	  funds	  (53%)	  

28%	  of	  all	  mobile	  phone	  owners	  used	  mobile	  banking	  in	  
the	  past	  12	  months,	  up	  from	  21%	  over	  previous	  year	  



ht
tp
://
w
w
w
.d
ar
kr
ea

di
ng

.c
om

/in
si
de

r-‐
th
re
at
/1
67
80

11
00

/s
ec

ur
ity

/n
ew

s/
23

16
02

44
3/
no

-‐p
as
sw

or
ds

-‐p
in
s-‐
fo
r-‐
m
os

t-‐
sm

ar
tp
ho

ne
-‐a
nd

-‐
ta
bl
et
-‐u
se
rs
.h
tm

l	  

44%	  of	  those	  who	  don’t	  lock	  devices:	  
Passwords	  are	  “too	  cumbersome.”	  

Of	  those	  without	  passwords:	  
~90%	  use	  personal	  devices	  
65%	  access	  work	  e-‐mail	  or	  

company	  network.	  
Of	  those	  without	  passwords:	  
97%	  -‐	  e-‐mail	  
50%	  -‐	  online	  banking	  
77%	  -‐	  social	  networking	  
35%	  -‐	  online	  shopping	  

50+%	  don’t	  lock	  devices	  (Passwords/PINs)	  
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Bullguard	  

	  
10%	  of	  iPhone	  users	  use	  0000	  or	  1234	  as	  their	  password.	  

	  



But	  that	  was	  2011	  (ages	  ago).	  
	  

Surely	  we’ve	  gotten	  better,	  right?	  



As	  of	  2013:	  
	  

~50%	  of	  users	  do	  not	  use	  passwords	  
to	  secure	  their	  mobile	  devices	  

	  
Sources:	  Consumer	  Reports,	  Symantec	  

http://msisac.cisecurity.org/resources/reports/documents/b-‐norton-‐report-‐2013.pdf	  
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<10%	  of	  those	  who	  use	  own	  tablets	  for	  work	  use	  auto-‐lock	  

~25%	  of	  smartphone	  owners	  use	  auto-‐lock	  

~33%	  of	  laptop	  owners	  user	  auto-‐lock	  

<50%	  of	  laptop	  owners	  use	  auto-‐locking	  with	  password	  
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“Bring	  	  Your	  Own	  Device”	  
	  
Problems	  with	  enterprises	  
managing	  multiple	  devices	  with	  
multiple	  OSs.	  
	  
Can’t	  just	  say,	  “no”	  to	  the	  users.	  
	  
Is	  the	  enterprise	  prepared	  to	  
handle	  these	  types	  of	  
connections?	  



Do	  you	  think	  enterprises	  are	  ready	  
for	  the	  onslaught	  of	  mobile	  devices?	  



87%	  of	  survey	  respondents	  
think	  their	  organizations	  are	  
at	  risk	  to	  due	  to	  a	  lapse	  in	  
mobile	  security.	  ht
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Almost	  one-‐third	  of	  
executives	  have	  rogue	  
mobile	  devices	  linked	  
to	  their	  org's	  networks.	  
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“Lost	  Cell	  Phone	  Project”	  in	  Feb	  2012	  

■  43%	  clicked	  on	  app	  named	  “online	  banking”	  

■  57%	  clicked	  on	  file	  named	  “saved	  passwords”	  

■  60%	  opened	  e-‐mail	  or	  
social	  networking	  tools	  

■  72%	  clicked	  on	  “private	  photos”	  

■  89%	  clicked	  on	  something	  they	  shouldn’t	  have.	  

■  Only	  50%	  attempted	  to	  return	  the	  phone.	  



So	  what	  are	  the	  odds	  of	  losing	  a	  phone?	  



https://www.mylookout.com/resources/reports/mobile-‐lost-‐and-‐found/what-‐are-‐the-‐odds	  



Is	  there	  a	  fix?	  
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Interview	  with	  Scott	  Totzke,	  VP	  Security,	  Research	  in	  Motion	  

“If	  an	  attacker	  can	  convince	  someone	  to	  install	  [a	  malicious]	  app,	  you	  
don't	  own	  your	  platform	  anymore.”	  
	  
"At	  the	  end	  of	  the	  day,	  social	  engineering	  is	  the	  hardest	  thing	  to	  fix.“	  
	  
So	  it's	  of	  the	  utmost	  importance	  to	  ensure	  that	  BlackBerry	  users	  are	  
aware	  of	  the	  possible	  dangers	  of	  installing	  unknown	  or	  potentially	  
harmful	  apps.	  And	  that	  education	  should	  be	  an	  on-‐going	  process,	  he	  
says.	  
	  
Consumers	  need	  to	  be	  their	  own	  security	  admins,	  Totzke	  says.	  
	  



Education…consumers…	  
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Interview	  with	  Scott	  Totzke,	  VP	  Security,	  Research	  in	  Motion	  

“If	  an	  attacker	  can	  convince	  someone	  to	  install	  [a	  malicious]	  app,	  you	  
don't	  own	  your	  platform	  anymore.”	  
	  
"At	  the	  end	  of	  the	  day,	  social	  engineering	  is	  the	  hardest	  thing	  to	  fix.“	  
	  
So	  it's	  of	  the	  utmost	  importance	  to	  ensure	  that	  BlackBerry	  users	  are	  
aware	  of	  the	  possible	  dangers	  of	  installing	  unknown	  or	  potentially	  
harmful	  apps.	  And	  that	  education	  should	  be	  an	  on-‐going	  process,	  he	  
says.	  
	  
Consumers	  need	  to	  be	  their	  own	  security	  admins,	  Totzke	  says.	  
	  

	  
He	  may	  be	  on	  to	  something:	  
	  
2012:	  44%	  of	  adults	  were	  not	  

aware	  of	  security	  
software	  for	  mobile	  
devices.	  

	  
2013:	  57%	  were	  unaware.	  
	  
Source:	  Symantec	  Internet	  Threat	  Security	  Report	  2014	  
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3	  in	  10	  people	  likely	  to	  click	  an	  unsafe	  link.	  

	  

	  
People	  are	  3	  times	  more	  likely	  to	  fall	  for	  a	  phishing	  

attack	  on	  their	  phone	  than	  on	  a	  desktop.	  
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65%	  of	  adults	  check	  
social	  networks	  	  
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In	  2010:	  

40%	  of	  all	  Facebook	  status	  updates	  have	  links.	  
10%	  of	  those	  links	  are	  spam	  or	  malicious.	  

	  



Likejacking	  	  
	  
Using	  fake	  “Like”	  buttons,	  attackers	  trick	  users	  
into	  clicking	  website	  buttons	  that	  install	  
malware	  and	  may	  post	  updates	  on	  a	  user’s	  
newsfeed,	  spreading	  the	  attack.	  	  
	  



Popular	  Attack	  Vectors	  

§  SMS	  messages	  
	  

§  Infected	  applications	  
	  

§  Infected	  websites	  –	  click-‐thrus	  

§  Intercepted	  Wi-‐Fi	  traffic	  



The	  Asian	  Influence	  

Based	  on	  attack	  
vectors,	  re-‐used	  
code,	  and	  other	  
characteristics,	  
malware	  is	  
originating	  from:	  	  
§  China	  
§  Russia	  
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The	  Asian	  Influence	  

Based	  on	  attack	  
vectors,	  re-‐used	  
code,	  and	  other	  
characteristics,	  
malware	  is	  
originating	  from:	  	  
§  China	  
§  Russia	  

Primarily	  J2ME,	  Android	  
SMS	  Trojans	  

Primarily	  J2ME,	  Symbian,	  Android	  
SMS	  Trojans,	  Privacy	  stealing	  
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That	  was	  who	  makes	  it.	  
But	  who	  is	  likely	  to	  get	  bit?	  



http://www.readwriteweb.com/archives/6_mobile_malware_predictions_for_2012.php	  

	  
I’m	  glad	  I’m	  not	  one	  of	  them.	  

	  



http://www.readwriteweb.com/archives/6_mobile_malware_predictions_for_2012.php	  

	  
Uh-‐oh.	  What	  does	  this	  tell	  you	  about	  us?	  

Our	  users	  aren’t	  exactly	  bright…	  	  	  	  	  	  	  	  .	  
	  



Remember…	  
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Interview	  with	  Scott	  Totzke,	  VP	  Security,	  Research	  in	  Motion	  

“If	  an	  attacker	  can	  convince	  someone	  to	  install	  [a	  malicious]	  app,	  you	  
don't	  own	  your	  platform	  anymore.”	  
	  
"At	  the	  end	  of	  the	  day,	  social	  engineering	  is	  the	  hardest	  thing	  to	  fix.“	  
	  
So	  it's	  of	  the	  utmost	  importance	  to	  ensure	  that	  BlackBerry	  users	  are	  
aware	  of	  the	  possible	  dangers	  of	  installing	  unknown	  or	  potentially	  
harmful	  apps.	  And	  that	  education	  should	  be	  an	  on-‐going	  process,	  he	  
says.	  
	  
Consumers	  need	  to	  be	  their	  own	  security	  admins,	  Totzke	  says.	  
	  



Have	  you	  seen	  ads	  like	  this?	  



Madware	  –	  Mobile	  Adware	  
How	  many	  times	  have	  you	  seen	  ads	  in	  free	  versions	  of	  apps?	  
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Which	  brings	  me	  to	  this:	  



If	  you	  scan	  this,	  where	  will	  it	  take	  you?	  
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Quick	  Response	  (QR)	  Codes	  can	  contain	  contact	  
information,	  e-‐mail	  addresses,	  text	  messages,	  or	  
hyperlinks,	  which	  could	  point	  a	  mobile	  device	  to	  
a	  website	  with	  malicious	  content.	  
	  
Also	  called	  “Attaging"	  (Attack	  Tagging).	  
	  



SMS	  Messages	  

SMiShing	  
Consider	  the	  source?	  
	  
2009	  Black	  Hat	  demo:	  
How	  to	  send	  spoofed	  
SMS	  messages	  that	  
appeared	  to	  be	  from	  the	  
user’s	  mobile	  carrier.	  
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Are	  these	  real?	  



So	  how	  fast	  can	  you	  (or	  you	  kid)	  text?	  
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SMS	  messages	  duped	  respondents	  
into	  sending	  information	  to	  a	  	  

“debt	  settlement”	  site.	  

Since	  Aug	  22,	  2009:	  
85	  text	  messages	  per	  minute	  per	  day	  

Result:	  Ban	  on	  sending	  messages	  +	  $32K	  	  



But	  really…	  
what	  kind	  of	  malware	  could	  I	  get	  from	  a	  link?	  
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Families	  of	  malware:	  
-‐  Money	  (60	  families	  –	  	  

growing	  in	  popularity)	  
-‐  Annoyware	  (30	  families)	  
-‐  Privacy	  (30	  families)	  
-‐  Propagate	  
-‐  Tools	  
	  
Attributes/characteristics	  
	  



Infection	  Methods	  by	  Platform	  
J2ME	  
§  Chat/IM	  
§  Games	  
§  Adult	  Entertainment	  

	  
Symbian	  
§  Chat/IM	  

	  
Android	  
§  Apps/Games	  
§  Chat/IM	  
§  Web	  2.0	  sites,	  e.g.,	  social	  networking	  sites	  
§  Changing	  approaches	  

Jimmy	  Shah.	  Mobile	  App	  Moolah.	  DefCon	  19.	  2011	  



Targets	  

§  Send	  SMS	  texts	  to	  premium	  services	  

§  Steal	  information	  
ú  SIM	  Card	  
ú  Personal	  
ú  Financial	  
ú  Corporate	  data	  
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50+	  apps	  	  
removed	  by	  Google.	  

DroidDream	  downloaded	  200,000	  times	  
before	  being	  removed.	  

DroidDream:	  
-‐	  Steal	  IMEI	  and	  IMSI	  
-‐	  Broke	  out	  of	  sandbox	  
-‐	  Capable	  of	  downloading	  
additional	  malicious	  code.	  
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Adrd	  (HongTouTou)	  
-‐  Third-‐party	  mobile	  app	  stores	  in	  China.	  
-‐  Did	  not	  affected	  official	  Android	  Market.	  
-‐  Gathers	  IMEI	  and	  IMSI	  numbers.	  
-‐  Generated	  counterfeit	  queries	  against	  

particular	  search	  results	  (Baidu	  ad	  network).	  
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Over	  1	  million	  smartphones	  infected	  

Transmit	  SIM	  card	  data	  
Users	  click	  on	  links	  
to	  infected	  sites.	  

Text	  messages	  to	  
premium	  services.	  

Users	  download	  apps.	  



Moving	  beyond	  names	  and	  passwords.	  
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Don’t	  worry,	  Scarlett	  isn’t	  alone.	  
	  
Some	  of	  the	  celebrities	  who	  have	  
had	  their	  cell	  phones	  compromised.	  
	  
•  Scarlett	  Johansson	  
•  Jessica	  Alba	  
•  Julianne	  Hough	  
•  Heather	  Morris	  
•  Miley	  Cirus	  
•  Mila	  Kunis	  
•  British	  Royalty	  
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F-‐Secure:	  
Photoscraping	  for	  harassment	  and	  blackmail.	  
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Malware	  can	  “stitch	  together”	  
pictures	  to	  form	  a	  map	  of	  the	  
surroundings.	  
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Soundminer	  
-‐ Monitors	  phone	  calls	  (voice	  and	  keypad)	  
-‐  Sends	  credit	  card	  data	  over	  the	  network	  
-‐  Paired	  app	  with	  another	  Trojan	  



And	  then	  there	  are	  botnets.	  
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The	  first	  mobile	  
phone	  botnet	  

appeared	  in	  2009.	  
	  

OS:	  Symbian	  
	  



	  
Improved	  SpyEye	  variant,	  SPITMO.	  

	  

	  
User	  browses	  to	  targeted	  bank	  and	  
a	  message	  is	  injected	  with	  a	  “new”	  

mandatory	  security	  measure.	  
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ZeuS	  targets:	  
Symbian,	  BlackBerries	  

ZitMo	  attempts	  to	  
capture	  SMS	  message.	  
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ZitMo	  also	  targets	  
Android	  users	  by	  
means	  of	  a	  survey.	  
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 The	  ZeuS	  and	  SpyEye	  	  
mobile	  bots	  have	  
been	  updated!	  



	  
Over	  ten	  botnet	  families	  
have	  been	  ported	  by	  2011.	  
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Spyware	  –	  Malware	  and	  Commercial	  



	  
If	  it	  is	  available	  commercially,	  	  
then	  it	  exists	  as	  malware.	  

	  



	  
If	  it	  is	  available	  commercially,	  	  
then	  it	  exists	  as	  malware.	  

	  



Total	  Defense’s	  Report	  
(Released	  in	  March	  2012)	  

	  

Most	  notorious	  malware	  

§  AndroidOS/Foncy	  
SMS	  Trojan	  

§  AndroidOS/Dogowar	  
SMS	  Trojan	  

§  AndroidOS/Fakeneflic.A	  
Trojan-‐InfoStealer	  

§  AndroidOS/WalkSteal.A	  
SMS-‐Trojan	  

§  AndroidOS/FakePlayer.A	  
SMS-‐Trojan	  

§  AndroidOS/Golddream.A	  
Trojan-‐Monitor/Stealer	  
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“…more	  than	  9,000	  escalations…”	  
	  



Android	  is	  not	  alone.	  



A	  malicious	  app	  on	  a	  phone	  infects	  a	  PC.	  

http://www.securelist.com/en/blog/805/Mobile_attacks	  

	  
DroidClean	  infects	  a	  PC.	  

	  



Are	  you	  hands	  free?	  



©	  anankkml	  

Hands	  free?	  



ht
tp
://
ar
ch

sh
rk
.c
om

/c
el
l-‐p

ho
ne

s-‐
ne

w
-‐la

w
-‐2
00

8	  



Not	  that	  “hands	  free.”	  
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Let	  me	  introduce	  someone	  to	  you.	  
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Meet	  the	  Ubertooth.	  



Scanning	  Bluetooth	  Traffic	  



And	  then	  there	  is	  “free”	  wi-‐fi.	  



+	  



The	  Pineapple	  Router	  
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The	  Pineapple	  Router	  
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Internet	  



Internet	  

Internet	  

To	  whom	  would	  you	  listen?	  



Internet	  

Sidejacking	  



Some	  say,	  ”no.”	  

http://www.computerweekly.com/news/2240209033/Mobile-‐malware-‐infections-‐relatively-‐low-‐study-‐shows	  

	  
Of	  North	  American	  4G	  users,	  

less	  than	  1%	  of	  the	  
380,000,000	  were	  infected.	  

	  
That’s	  about	  3,800,000.	  

	  



How	  do	  we	  stop	  this?	  



MDMs	  are	  not	  enough.	  



Protect	  high	  profile	  users.	  
	  

Consistent	  auditing	  (forensic	  analysis).	  
	  

Analyze	  our	  apps	  the	  same	  way	  bad	  guys	  do.	  
	  

Change	  user	  behavior.	  



How	  can	  we	  analyze	  this?	  



Conduct	  a	  physical	  acquisi:on	  and	  retrieve:	  
1.  /Root/system/packages.xml	  
2.  AndroidManifest.xml	  for	  the	  applica:on	  
3.  The	  applica:on	  itself	  (.apk)	  



Packages.xml	  
•  A	  list	  of	  applica:ons	  and	  associated	  permissions	  
	  
AndroidManifest.xml	  
•  Names	  the	  Java	  package	  for	  the	  applica:on.	  The	  package	  name	  serves	  as	  a	  unique	  iden:fier	  for	  

the	  applica:on.	  
•  Describes	  the	  components	  of	  the	  applica:on	  —	  the	  ac:vi:es,	  services,	  broadcast	  receivers,	  and	  

content	  providers	  that	  the	  applica:on	  is	  composed	  of.	  It	  names	  the	  classes	  that	  implement	  each	  
of	  the	  components	  and	  publishes	  their	  capabili:es	  (for	  example,	  which	  Intent	  messages	  they	  can	  
handle).	  These	  declara:ons	  let	  the	  Android	  system	  know	  what	  the	  components	  are	  and	  under	  
what	  condi:ons	  they	  can	  be	  launched.	  

•  Determines	  which	  processes	  will	  host	  applica:on	  components.	  
•  Declares	  which	  permissions	  the	  applica:on	  must	  have	  in	  order	  to	  access	  protected	  parts	  of	  the	  

API	  and	  interact	  with	  other	  applica:ons.	  
•  Declares	  the	  permissions	  that	  others	  are	  required	  to	  have	  in	  order	  to	  interact	  with	  the	  

applica:on's	  components.	  
•  Lists	  the	  Instrumenta:on	  classes	  that	  provide	  profiling	  and	  other	  informa:on	  as	  the	  applica:on	  is	  

running.	  These	  declara:ons	  are	  present	  in	  the	  manifest	  only	  while	  the	  applica:on	  is	  being	  
developed	  and	  tested;	  they're	  removed	  before	  the	  applica:on	  is	  published.	  

•  Declares	  the	  minimum	  level	  of	  the	  Android	  API	  that	  the	  applica:on	  requires.	  
•  Lists	  the	  libraries	  that	  the	  applica:on	  must	  be	  linked	  against.	  
	  



Rename	  file	  
from	  .apk	  to	  .zip	  

Open	  the	  .zip	  file	  
and	  recover	  the	  
classes.dex	  file	  



Convert	  the	  classes.dex	  file	  to	  a	  .jar	  file	  and	  examine	  the	  contents.	  
	  

Use	  a	  tool	  such	  as	  dex2jar.	  (hYp://code.google.com/p/dex2jar/)	  

classes.dex	  

classes.jar	  

dex2jar	  



classes.jar	  

Lovetrap.apk	  

LoveTrap	  is	  an	  Android	  
trojan	  that	  sends	  SMS	  
messages	  to	  premium	  rate	  
numbers.	  	  
	  
The	  app	  retrieves	  premium	  
rate	  numbers	  from	  a	  
remote	  server	  in	  order	  to	  
send	  the	  SMS	  messages	  
that	  will	  be	  charged	  to	  the	  
mobile	  user's	  account.	  	  
	  
The	  trojan	  will	  aYempt	  to	  
go	  further	  and	  block	  any	  
incoming	  confirma:on	  SMS	  
messages	  from	  any	  of	  the	  
premium	  rate	  numbers	  in	  
order	  to	  mask	  its	  ac:vi:es.	  



MOBILE	  DEVICES	  
Why	  we	  are	  failing	  and	  how	  we	  can	  fix	  this	  

michael.robinson@disruptive-‐sol.com	  


